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1. Introduction

The TUNIX/VPN For Windows Users Guide presents a basic introduction to the WinPlug
program and related software. It will show you how to install and run WinPlug and briefly discuss
the features of the current release 2.2. For in-depth coverage of all the functions and possibilities of
WinPlug you are referred to the WinPlug manual pages and the WinPlug Tutorial.

1.1 Conventions

In this users guide, any word or expression carrying the masculine gender shall include the
feminine and vice versa and the expressions "his/hers, he/she, him/her" shall be construed
accordingly.

When installing and running WinPlug, this users guide assumes the currently most widely used
Windows platform: Windows 2000. This is otherwise an arbitrary choice; WinPlug’s functionality
is the same under other versions of Windows. Also, some screen shots have been condensed to
accommodate aesthetics. As such, Windows menu names and screens may differ slightly from
what you are used to.

In this guide the fictitious Mr Swan is used as our sample user. His username will be mrswan.

Windows menus, file names and account names are shown in teletype.

1.2 WinPlug VPN

WinPlug is a program that provides a Virtual Private Network by means of secure tunneling over
untrusted networks. Users are authenticated and authorized. WinPlug encrypts the data traffic,
providing a safe connection for telecommuters and mobile users who wish to connect from a
remote location to the company network. Figure 1 shows the connection diagram schematically.
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Figure 1 : Connection diagram
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2. WinPlug features

The key features of WinPlug are:

Encryption using RC4 cipher
All data traffic through the tunnel is encrypted using the RC4 stream cipher technique.

Session key generated with Diffie-Hellman
Per connection a random key is generated, i.e. keys are used for a single session only. Keys are
negotiated between the agent and the tunnel server using the Diffie-Hellman algorithm.

Only one port used for tunneling
WinPlug uses one TCP port for all its traffic (including FTP back connects). This makes it
easier for users behind firewalls or screening routers that allow only one open port for external
connections.

FTP support
WinPlug can encrypt and tunnel the FTP protocol in PORT modus. Both the command and
data channels are encrypted. WinPlug also supports FTP behind NAT -ing routers or firewalls
that allow only one open port for external connections.

Support for strong authentication
WinPlug can enforce strong authentication. When a WinPlug tunnel is started, the agent
authenticates itself by means of a shared secret key which in general is stored on the PC’s
harddisk. Next to this standard machine-to-machine authentication it is possible to have the
user authenticate himself using a challenge-response device such as a Safeword token.

Support for iKey1000 key storage
WinPlug supports the storing and updating of the shared secret key in an iKe y1000 USB plug-
in device.

Support for automatic software updates
The system administrator can put new releases of the agent out on the firewall. The WinPlug
agent will detect these updates and will present the user with a pop-up window asking whether
or not he wants to update. The pop-up window will appear every time the first WinPlug
session is started, until the user updates the agent.

Support for automatic configuration updates
The system administrator can put new configuration files out on the firewall. The WinPlug
agent will detect the updates and will download the update archive. Then the user must give
explicit permissing for the archive to be extracted into the system.
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Support for user enrollment
The system administrator can prepare a general distribution of the WinPlug software for the
users to download. Rather than handing out personalized versions of WinPlug on floppy disks
to users, the users will receive only the pertinent information, such as their username and first-
time passphrase from the system administrator. Using this, the users will be able to create
their WinPlug user account and download the latest WinPlug configuration.

Message of the day
The system administrator can prepare informational messages for (individual) VPN users
which will be shown the next time the user starts WinPlug and makes a connection.

Support for multiple configurations
The user can prepare several configurations for different situations and choose which
configuration he wants to use when WinPlug is started.
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3. Installing or upgrading the WinPlug agent

3.1 Fresh install

Installing the WinPlug agent is straightforward. Below we describe the procedure using the
imaginary user mrswan. The VPN software is either provided by the system administrator on disk,
or can be downloaded from a web site or FTP server, the location of which will be disclosed by
your local system administrator.

Before installing, mrswan has to make sure that no other instances of WinPlug are running. The
(new) VPN agent can otherwise not be installed.

If he is installing from disk, mrswan runs SETUP.EXE. Otherwise he runs the self-extracting
archive. The archive is typically called WinPlugx.y.z.exe, where x is the major version
number, y is the minor version number and z is the patch level. Agent versions before 2.2.0 carry a
version number of the form x.y possibly followed by a patch level letter, e.g. ‘‘2.1a’’.

3.1.1 Selecting application components

Now mrswan chooses which optional components he wants to install (figure 2).



9;:=<?> �A@=BDC <?E /GF > B=HJIKCML > CMB�N�O

Installing or upgrading the WinPlug agent - page 8

Figure 2 : Installing application components

Sample configuration
This contains a sample configuration file with examples to learn from.

Sound files
WinPlug offers the following in sound support: there are three different sound effects
(respectively for starting and stopping the agent and for receiving an incoming connection).

iKey files
You only need to install this if you want iKey support and you do not yet have an operational
iKey application on your PC.

3.1.2 Choosing a configuration

Next Mr Swan must decide which configuration files must be installed (figure 3).
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Figure 3 : Choosing a configuration

Next to the two options shown in the figure, it is also possible that a pre-configured setup is
available on the installation disk in which case a third option is presented. The sample setup
contains several examples. Installing the pre-configured setup or the sample setup will overwrite
any old configuration files. It is also possible to keep the existing configuration files. First time
users should probably choose the pre-configured setup (if available) or the sample setup.
Upgrading users should follow the directions of their system administrator.

3.1.3 Adding WinPlug to a Program Folder

WinPlug is added to a Program Folder (figure 4).

Figure 4 : Add WinPlug to a Program Folder
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Placing WinPlug in the Startup folder will cause the program to start automatically every time
the PC is booted. Placing it in a different folder is also possible but then the user will have to start
WinPlug manually.

That is all there is to it (figure 5).

Figure 5 : Setup complete

3.2 Automatic agent upgrades

The WinPlug agent will detect new versions of itself that are put out on the tunnel server. When it
does, the user will be presented with a pop-up window (figure 6).

Figure 6 : The agent upgrade notice

Clicking ’Yes’ will cause the new software to be downloaded. By clicking ’No’ the user will
merely postpone the inevitable as with each first WinPlug session the pop-up will appear again
until the new version is installed.

Figure 7 shows where the agent puts the new agent software: in the WinPlug Config directory.

Figure 7 : New agent software downloaded
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Note that in earlier versions the agent does not inform the user that it finished the download and has
placed the upgrade in the Config directory with the name newclient.exe.

The user must stop the WinPlug agent and install the new agent himself by running the installer.
The password that may be required for this (figure 8) will be provided by the local system
administrator.

Figure 8 : The Installshield password

The agent will detect the old version of itself and warns the user about this my means of a pop-up
windows (figure 9).

Figure 9 : Installed components detected

Clicking ’No’ will abort the install. The user can safely click ’Yes’ here. He will be asked later if
he wants to keep the existing configuration files (figure 3). When in doubt contact your local
system administrator.
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4. Uninstalling the WinPlug agent

WinPlug supports the Windows Uninstall feature. The VPN agent must be stopped before it
can be removed. Uninstall will only remove files which are part of the installed distribution, so all
files created by the user (backups, multiple configurations, etc.) will not be removed by Uninstall.

In order to uninstall the WinPlug agent, open the Control Panel and select Add/Remove programs.
Then select TUNIX VPN for Windows and click Add/Remove.
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5. User Enrollment

By now you will have been told by your system administrator whether or not you need to
enroll as a regular WinPlug user. Either your WinPlug software came with the configuration
already in place (in which case it already works and you can skip to Chapter 6) or it came with a
enrollment configuration file which contains the necessary keywords to start enrollment.

With enrollment, WinPlug prompts the first-time user to fill out a dialog box (figure 10).
Enrollment users will have received the relevant data (IP address and port of the tunnel server, their
username, and passphrase) from the system administrator. The IP address of the tunnel server and
the tunnel port may already be filled in - but users should still make sure that the values are correct.
Enrollment will fail if the WinPlug agent cannot connect with the tunnel server.

Figure 10 : the Enrollment dialog box

The WinPlug agent will now connect to the tunnel server to verify the form data and validate the
user. When user mrswan has provided the correct passphrase he is now ‘‘ready to enroll’’
(figure 11).

Figure 11 : Ready to enroll.
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Figure 12 shows what Mr Swan sees on the WinPlug control panel during enrollment. Note that
the WinPlug agent downloaded an archive containing the final configuration from the tunnel server.

Figure 12 : The WinPlug control panel during enrollment

As soon as WinPlug has downloaded the final configuration files, the agent prompts the user for
permission to put this configuration in place (figure 13). The configuration upgrade must be
accepted, because without a valid tunnel configuration VPN cannot be used.

Figure 13 : Enrollment upgrade notice

After the user confirms that it is okay to extract the archive, the configuration is put in place
(figure 14).

Figure 14 : Enrollment complete

The user has completed the enrollment and has now become a regular VPN user.
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5.1 Troubleshooting enrollment

Please consult your system administrator if you encounter an error that is not covered in this
manual.

When the agent fails to connect to the tunnel server, the enrollment procedure fails (figure 15).
Check if the IP address and port number of the tunnel server are correct. When in doubt, contact
the local system administrator.

Figure 15 : Not connected to tunnel server

When the passphrase is incorrect an error message is generated (figure 16). This also happens
when a user tries to enroll again after a successful enrollment. The user should double-check
whether the enrollment data is correct and whether enrollment has already taken place, in which
case there is already a key for this user in the winplug.key file.

Figure 16 : An invalid enrollment attempt

When a user tries to enroll outside the time period allotted by the system administrator, an error
message is generated (figure 17). The system administrator should be contacted.
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Figure 17 : Enrolling outside the valid period

When a user tries (and ‘‘succeeds’’) to enroll twice, the agent detects that the user already exists in
the local winplug.key file and an error message appears (figure 18). Because this error is rare
the system administrator should be notified if it occurs.

Figure 18 : Enrolling an already validated user
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6. The first WinPlug session

Whether you’ve just enrolled or had WinPlug installed for you, you are now ready to start
using WinPlug. This chapter will explain the basic concepts of the WinPlug VPN. In chapter 8 a
sample session is presented.

6.1 WinPlug as a concept

The WinPlug agent on your PC is one end of a secure tunnel, the other being the tunnel server on
your company’s firewall. WinPlug listens to a number of local IP addresses (i.e. 127.a.b.c) for
incoming connections from applications.

WinPlug is a bit like a postal service. It receives clear text messages (the application data) which it
puts in an envelope so that they can’t be read (encryption). It puts a stamp and an address on the
envelope and drops it in the mail delivery truck (the tunnel) which drives it to the post office at the
final destination (tunnel server), where the envelope is removed (decryption) and the message is
delivered.

Obviously, applications which need to communicate through the tunnel must be told to connect to a
local address so that WinPlug can handle the request. Knowledge of the configuration of your
applications is therefore necessary.

Because the configuration files are easily modified the user might conclude that WinPlug is easily
tricked into connecting anywhere he wants to. This is not true. WinPlug will indeed attempt the
connection but in the analogy of the mail, it is the postman on the other side of the tunnel (i.e. the
firewall policy as defined by the administrator) who ultimately decides whether or not to deliver the
message to the final destination. In other words, if a WinPlug connection is not allowed by the
security policy of the tunnel server (firewall), the connection will not be established.
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6.2 Starting WinPlug

WinPlug can be started manually or automatically. The latter requires WinPlug to be placed in the
Windows Startup Folder. When WinPlug is started a splash screen is displayed briefly. WinPlug can
also be configured to start as an icon, which may be desirable when it starts automatically. The
splash screen will still show up in this case.

6.2.1 Configuration selection

When WinPlug starts and there is more than one .cfg file present in the Config directory, the
WinPlug agent will prompt the user with a pop-up screen (figure 19).

Figure 19 : Configuration selection

Use the drop-down menu to select the desired configuration file and click ‘‘Ok’’ to start WinPlug.
The ‘‘Cancel’’ button will abort the WinPlug session, which is useful when the user wants to
rename or move around configuration files manually before starting WinPlug again.

6.2.2 The tray icon

WinPlug places an icon in the Windows tray. Right-click the icon for a pop-up with four options:

Show control panel
This will show the control panel window (figure 21), which is covered in section 6.3. A
double-click on the tray icon will also pop up the control panel.
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About TUNIX/VPN for Windows
This will present the About window (figure 23) with information on version, build and license
info.

Properties
The Properties screen (figure 31) is a tabbed menu that contains information such as the
current tunnel configuration, hardware authenticator information and pertinent system
information. The Properties screen is discussed in chapter 7.

Exit VPN server
This will terminate the WinPlug program. If there are active connections WinPlug pops up a
window to warn that all connections will be closed (figure 20).

Figure 20 : Active connections warning

6.3 The WinPlug control panel

The control panel (figure 21) is the main WinPlug screen.

Figure 21 : The WinPlug control panel
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The WinPlug control panel contains the following elements.

Active Sessions
This is the number of tunnel connections that are currently active. Each single connection
corresponds to a session.

Refused connections
This is the number of local connections that were refused by WinPlug on the PC. Under
normal circumstances this will only happen when a different computer tries to access the VPN
agent.

Processed sessions
This is the number of sessions mrswan already has had. Note that FTP ‘‘uses’’ a session for
each command that requires a data-channel, while a Telnet connection only takes up one
WinPlug session. WinPlug remembers the number of sessions for as long as it is running.
When WinPlug is (re)started, the counters are reset to zero.

Current User
This is the username of the user currently logged on to the Windows system. A chipcard with
a different username will overrule this. If there is no tunneluser directive specifying a
different name in the WinPlug configuration file, the Current User will be the username
for the next WinPlug session.

Chipcard Information
This is the username on the chipcard if one is present. Otherwise the default username for
WinPlug is the one used to logon to the system.

Audit trail
When this box is checked, WinPlug will produce logging, to the logfile and to the Audit Trail
window. Unchecked, WinPlug logging is inactive. WinPlug’s logfile is
C:\tmp\debug.out. Activating the Audit Trail will cause the current logfile (if any) to be
saved as C:\tmp\debug.out.txt (thereby overwriting the previously saved logfile) and
a clean logfile to be opened.

WinPlug produces a lot of logging per session. It is a good idea not to leave the audit trail
active to avoid huge files from cluttering your disk.

It is possible that the Audit trail box is disabled (grey) when WinPlug is started. This means
that you can’t enable or disable the Audit trail. Whether or not this is possible is configurable
- see the WinPlug manual pages for more on this. When WinPlug starts and the logfile exists,
the Audit Trail will be active.

PIN validated
When an iKey1000 is used to store the shared secret, this box is checked when the user has
typed the correct PIN code. The box can then be unchecked again to effectively disable the
iKey1000 device, e.g. when the PC is left unattended for a while. This will require a new PIN
validation for the next WinPlug session.
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An information/status window occupies the rest of the screen. This window shows brief messages
about WinPlug’s status and activity, such as the buildup of tunnels and the number of bytes
transferred during a session.

Clicking the right mouse button on the title bar of the control panel pops up an options screen
(figure 22).

Figure 22 : Control panel options

The four options relevant to WinPlug are:

About TUNIX/VPN for Windows (winplug)
The About window (figure 23) shows various information, such as version, build and license
info. Your version, build and license information may vary, of course.

Figure 23 : The ‘‘About’’ window

Audit trail
The audit trail is the debugging log (figure 24). The audit trail windows ‘‘follows’’ the logfile
in C:\tmp\debug.out showing the most recently produced log lines and scrolling down
when necessary.
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Figure 24 : The Audit trail window

Print Audit trail and configurations
The logfile and the current configuration file are printed.

Properties
This option will show the properties screen of WinPlug (figure 31), which is discussed in
chapter 7.

6.4 Troubleshooting the WinPlug session

Please consult your system administrator if you encounter an error that is not covered in this
manual.

The failed bind error (figure 25) can in principle occur with any port number that has already been
claimed by another program, but the most common bind problem is with port 135 and is Windows
2000 specific. The Windows 2000 Operating System claims this port for itself, before the WinPlug
agent can. To get rid of the error, disable all rules in the winplug.cfg file that would claim port
135.
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Figure 25 : The failed bind error

When the connection to the tunnel server times out, an error is generated (figure 26). Check if the
tunnel server’s IP address and port number are correct. When in doubt, contact your local system
administrator - there may be a fallback tunnel server that you can use.

Figure 26 : The connection to the tunnel server timed out

When the user enters the wrong password an error message is generated (figure 27). Check if your
password is correct.

Figure 27 : User failed to authenticate
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When the user’s key (shared secret) is invalid the tunnel server disapproves the key (figure 28).
This error is also generated when the user has caused too many bad authentication attempts in a
row.

Figure 28 : The tunnel disapproved key

When a connection is refused because it is not allowed by the tunnel server’s security policy, an
error is generated. Note that this error is displayed in the Control Panel (as is shown highlighted in
figure 29).

Figure 29 : The connection is denied by tunnel server

When an incorrect tunnel port or tunnel server address is used, an error is generated. Note that this
error is displayed in the Control Panel (as is shown highlighted in figure 30).
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Figure 30 : The tunnel server did not reply
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7. The WinPlug proper ties screen

In this chapter we discuss the properties screen of WinPlug. The properties screen opens with
the Tunnel configuration page.

7.1 Tunnel configuration

The WinPlug configuration is stored in a single configuration (.cfg) file, usually called
winplug.cfg. This file defines the various tunnels and a number of global parameters, such as
the tunnel server’s IP address and port. For a detailed description of this file, we refer to the
winplug.cfg manual page.

The WinPlug configuration can be modified via the Tunnel configuration page (figure 31).

Figure 31 : Tunnel configuration
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For the syntax details we refer to the WinPlug manual pages. Modifying the configuration and
clicking the ’OK’ button will update the configuration on disk and cause a pop-up (figure 32).

Figure 32 : The restart WinPlug warning

If there are active connections, the user will be prompted with a different warning pop-up
(figure 33).

Figure 33 : The active sessions warning

In both cases clicking ’No’ will close the configuration window and return the user to the WinPlug
control panel. The new configuration won’t be active until WinPlug is restarted. Clicking the ’Yes’
button will restart WinPlug. If there were active connections they are all closed.

7.2 User information

In the User information page (figure 34) the current username and secret key can be edited. There
is no use in editing these data unless the firewall administrator updates them on the tunnel server as
well.

The secret key will not appear in clear text. If only the username is displayed then the user has no
shared secret in the current key file.
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Figure 34 : User information

If the name or key is modified and ’OK’ is clicked, then the key file is updated on disk. If the
username was edited a new key entry for that username is added. If only the key was edited, the
key of the existing user is modified.

7.3 Traceroute

The Traceroute page (figure 35) allows the user to trace the route that IP packets will follow to a
specified host. This feature is meant for debugging purposes. The user can either enter a host name
or an IP address (in the left or right input field respectively) to specify the target host. The
’Update’ button will start a traceroute.

Figure 35 : Traceroute
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7.4 System Information

The System information page (figure 36) shows the Windows system information. It lists the CPU-
type, Operating System version, the path to the WinPlug executable, the currently used command-
line options, and all known interfaces and active dialup connections.

Figure 36 : System information
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8. A sample session

In this chapter we will see a sample WinPlug session. Using Outlook Express Mr Swan will be
contacting the company’s mail server to send and receive e-mail from a remote location over the
Internet. We will assume that the WinPlug configuration is prepared for this setup (figure 37) and
that WinPlug is running. Note the tunnel definitions for POP3 (port 110) and SMTP (port 25)
which will be used by Outlook Express to establish a safe connection to the company’s mail server.

Figure 37 : The tunnel configuration

When he runs Outlook Express for the first time, Mr Swan will be asked to provide some
information such as his real name and his e-mail address (figures 38 and 39).
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Figure 38 : Providing your real name

Figure 39 : Providing your e-mail address

In an ordinary situation the SMTP and POP3 servers are hosts of your Internet Service Provider
located somewhere on the ISP’s network. But in this case we set the server name to 127.0.0.8
for both the SMTP and POP3 server (figure 40). This address points back to your own PC, where
WinPlug is running and will see to it that Outlook Express ends up at the right server.

Figure 40 : Providing the mail server address(es)
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Finally Mr Swan must specify his POP3 account information (figure 41).

Figure 41 : Providing your account information

Now Mr Swan is all set to retrieve his e-mail (figure 42). He can now also send e-mail directly to
the company’s mail server.

Figure 42 : Checking for e-mail

Outlook Express will start a connection to the POP3 server’s address specified earlier:
127.0.0.8 (figure 43).

Figure 43 : Connecting to the POP3 server

WinPlug will intercept the connection request and establish a tunnel connection to the tunnel server
on company’s TUNIX firewall. Because this is Mr Swan’s first VPN session the firewall will
require Mr Swan to authenticate himself (figure 44).
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Figure 44 : Password authentication

Upon successful authentication a ‘‘ticket’’ will be established for Mr Swan so that on subsequent
VPN connections he is not prompted for authentication again until his ticket expires. This happens
when there haven’t been any WinPlug connections for more than a certain amount of time. The
ticket timeout period is configurable on the firewall and defaults to about 15 minutes.

Finally the tunnel server will connect to the company’s mail server and Outlook Express starts to
download Mr Swan’s new e-mail (figure 45).

Figure 45 : Outlook Express downloading the e-mail

Outlook Express doesn’t know better than that it is talking directly to a POP3 server. In reality it is
talking to one end of a WinPlug tunnel and WinPlug takes care of the rest. The e-mail messages are
downloaded through the secure tunnel. Observers sniffing the network (or networks in between)
will see only encrypted data traffic.
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