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1. Introduction

The WinPlug Users Guide presents a basic introduction to the WinPlug program and related
software. It will show you how to install and run WinPlug and briefly discuss the features of the
new release. For in-depth coverage of all the functions and possibilities of WinPlug you are referred
to the WinPlug manual pages.

1.1 WinPlug 2.1

WinPlug is a program that provides secure tunneling over untrusted networks. Users are
authenticated and authorised. WinPlug encrypts the data traffic, providing a safe environment for
telecommuters and mobile users who wish to login from a remote location into the company
network.

Citrix, telnet,
client L _ _|, mail clients,
web browsers,
etc.
plug.exe = 1 > C:\Program Files\Tunix\WinPlug\program
Windows PC
f\/—H ( port 899
L WinPlug
I nter net Tunnelserver
A
' server '

Figure 1 Connection diagram
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1.2 New features in release 2.1

Full support for FTP protocol
FTP's backconnect caused commands like di r, get and put to be rejected by previous
versions of winplug. Version 2.1 supports FTP connections by monitoring the command
channel for such commands and in response opening a backconnect tunnel.

WinPlug 2.1 resides in Windows tray
This avoids that users exit the tunnel software by accident and grants easy access to
application icon.

Support for WinSock 2
WinPlug 2.1 uses WinSock? to allow accessing interface information. WinSock? is standard
on Windows NT and Windows 98. Using WinSock2 on Windows 95 requires an IP stack
upgrade availablefromft p: //ftp. t uni x. nl / pub/ newi ndows.

Support for NetBIOS protocol
WinPlug 2.1 accepts incoming requests from any local 1P-address (like ethernet and dialup
adresses) and not only from 127. * . * . * addresses. This solves the problems with NetBIOS
connections. NetBIOS can now be mediated for Windows/NT clients.

Enhanced GUI
Overview of finished, rejected and open connections. More information on errors.

Improved logging through Audit Trail
The Audit Trail shows a connection’s progress from start to finish.

Extra property sheets
Traceroute, system information and overview of local interfaces can be displayed.

Autofocus on authentication window pop-ups
When using authentication, a user can type password without having to click the window first.
The authentication module now also supports Safeword tokens and Securel D tokens.

Maximum number tcp-rulesincreased from 100 to 300
User can specify up to 300 combinations of destination hosts, tunnelserver, user, port and
protocaol.
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Support for specifying separate tunnel user
Apart from defining tunnelserver and tunnel port, tunneluser can also be specified (may or may
not be the same as the windows user) in the tunnel configuration. This value may also be
overruled from the command line.

Fallback tunnel server
This versions supports the specification of multiple tunnelservers for a particular destination.
This alows access through alternate firewalls and/or alternate Internet links (like an ISDN
backup).

DNSresolution
Previous versions of WinPlug required that the tunnelserver address could be resolved. This
caused connections to fail if DNS delayed of malfunctioned. This featured was removed in
this version to avoid this problem.

Network error logging
Previous versions of WinPlug showed network errors in the audit trail. To make them more
visibleto ordinary users, errors are now displayed in a popup window.

Timeouts
Busy WinPlug tunnelservers could be trashed by unused tunneling processes that where left if
connections where not properly shutdown. This version supports timeouts on tunnelservers.

Compatibility
Older clients can connect to aversion 2.1 tunnelserver. Version 2.1 clients can not connect to
older versions of the tunnelserver.

1.3 WinPlug Features

- Multiplexing (only 1 port used for tunneling)
The previous versions of WinPlug used up to ten ports for tunneling. This release can use
different ip addresses that can be mapped onto internal servers, even if the portnumbers are the
same. The mapping is shown in paragraph 1.7.2.

- User based permissions
The firewall administrator can specify which user is alowed to do what, based on username,
final destination and type of service. Thisis an improvement over the older 1.x versions which
would give all WinPlug users the same privileges.
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- Session key generated with Diffie-Hellman
Per session arandom key is generated (i.e. keys are used for asingle session only). Thiskey is
negotiated between the client and the server using the Diffie-Hellman agorithm. After the
handshake a kind of proxy connection is established.

- Support for strong authentication
WinPlug can enforce strong authentication. When WinPlug is started, the user authenticates
him/herself through a shared secret key which can either be stored on the PC’s harddisk or on
a chipcard. Next to this standard authentication the user may have to authenticate strongly
using atancode or a hardware token such as a dongle.

- Support for automatic updates
The system administrator can put new releases of the client on the firewall. The WinPlug
client will detect updates and will present the user with a pop-up window asking whether or
not he/she wants to update. The pop-up window will appear every time WinPlug is started,
until the user relents and updates the client...

- Support for NAT
WinPlug supports various forms of Network Address Trandation. Possible configurations
include the original sender’s address and the tunnel server’s address.

1.4 Installation of the WinPlug client

Installing the WinPlug client is fairly straightforward. Below we describe the procedure using the
imaginary user di | bert . First, the tunnelserver’'s administrator generates a WinPlug disk for a
new user. This disk contains everything user di | bert needs: the software, a shared secret and a
pre-configured setup.

Beforetheinstall di | bert hasto make sure that any other instances of WinPlug that are running,
are shut down. The new client can otherwise not be installed properly.

User di | bert thenrunsA: \ SETUP. EXE from the disk.
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Select application components Windows NT

Select the components you want to install, clear the components
you da not want to install.

LComponents

|/ Sounds played during events
v Files needed for Towitoko chipcard support 171K

— Dezcription
These files can be viewed as example files
but the can also be used as a bases for £

creating your own setup files

Space Required: E43 K
Space Available: 21440 K
< Back I Mest » | Cancel |

Figure 2 Installing applicational components

Here the user chooses which optional components he wants to install.

WinPlug offers the following in sound support: there are three different sound effects (respectively
for starting, stopping and receiving an incoming connection).

The Towitoko smartreader is discussed in paragraph 1.5.

Select Components

Select configuration to be installed

& nstall prepared setup from digkete

 Inztall sample setup

" Keep curent configuration

< Back I Mest » I Cancel

Figure 3 Choosing a configuration

This speaks more or less for itself. The pre-configured setup is available from disk, as is a sample
setup (which contains several examples). These two options overwrite any old configuration files. It
is also possible to keep existing configuration files. For beginning users the prepared setup from
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disk is recommended.

Select Program Folder

Setup will add program icons to the Program Falder listed below.
*r'ou may type a new folder name, or select one from the Existing
Folders list. Click Mext to continue.

Program Folder:

Startuip

Existing Folders:

ActivePerl N
Adminiztrative Tools [Common]

Adobe Acrobat

Altaviizta Tunnel

Azcend Pipeline

CorelDR&w 7

Easy Travel

Lexmnark Utilities

M arkVision Prirter Uity d

< Back I Mest » I Cancel |

Figure 4 Selecting a Program Folder

Placing WinPlug in the Startup Fol der will cause the program to start automatically

everytime the PC is booted. Placing it in a different folder is also possible but the user will have to
start WinPlug manually.

Information

@ Setup iz complete. You may run the installed program by selecting the program icon.

Figure 5 Setup complete

And that's all thereisto it.

1.5 Installing chipcard readers

WinPlug supports the Towitoko chipcard reader. A chipcard can be used to store the shared secret
or for authentication of the user. For installation of the Towitoko chipcard reader we refer to the
Towitoko manual. The website of Towitoko can be found at http://www.towitoko.com.
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Figure 6 Towitoko external chip drive

More information about the usage of chipcardsis available on request viaemail to sales@tunix.nl.

1.6 Running WinPlug

In this paragraph we describe a sample session of WinPlug and briefly discuss some things you
might run into.

1.6.1 Starting WinPlug

WinPlug can be started manually, viaamenu or a DOS shell, or it can be started automatically. The
latter requires WinPlug to be placed in the Windows Startup Folder. When WinPlug is started a
splash screen is displayed. WinPlug can also be configured to start as an icon (which may be
desirable when it starts automatic). The splash screen is still shown in this case.

1.6.1.1 Thetrayicon

When WinPlug is started it places an icon in the Windows tray. Thisicon has three options:
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- Show control panel
This will show the control panel window (unless that window was iconified). A double-click
on thetray icon itself will aso pop up the control panel.

- About TUN X/ VPN for W ndows
The About window shows version information and some useful email information.

- Exit VPN server

This will end your WinPlug session. If there are active connections WinPlug pops up a
warning screen that all connections are to be closed.

1.6.2 A sample WinPlug session: retrieving mail with Eudora

We will now show a sample session where we will use the Eudora mailclient to retrieve email over
the Internet from a mailserver on an interna network. We will assume that the WinPlug
configuration is prepared for this setup and that WinPlug is running.

1.6.2.1 Preparing Eudora

The mailclient used in this sample is Eudora Light 3.06. In order to prepare Eudora for use with
WinPlug 2.1 we must first set some options.
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& Eudora Light

[ [Of %]

File Edit Mailbox Message Transfer Special [l Window Help Eudora Pro
o[ - & Filkers
ﬁ | | % % El View Malbores
e Evidora Address Book Cirl+L
-3 In Directory Services  Chl+y'
& Out o
H gnatures
L f@ Trash
Edits uzer options 7

Figure 7 Eudora Tools - Options

In an ordinary situation the SMTP server is a host of your ISP, In this case we set the servername to

127. 0. 0. 1. Normally, this address points back to your own PC, but WinPlug is running now and
will seetoit that Eudora ends up at the right server.

& Dptions 2]
Categony:
10101010 -

Eudara needs some basic information in onder to
be able to zend and receive mail. If pou like,

Dialup Evdora will try to retrieve this information from an
= & ACAP server.
T:EJ pr

Advanced Metwork

Server Name:  [127.0.01
&2
_
AP User Mame: Idllbert
gy Pazzward: I*****—
Gl =

Kerberos

.
-

Miscellaneous

Fetrieve Settings Now I

uto Configure ,TI Cancel |

Figure 8 Setting Eudora options (1)

Likewise, the POP account is filled out as follows:



& Dptions

Cl

LCategon:

Perzonal Info

HE

POF accaount:
etting Started Idllbe[t@‘I arool
Feal name:
|D ilbert

Return address:

& [

Hosts Connection Method:
& Winsock [Metwork, PPP, SLIF]

mﬁ

- . € Shell account access
hecking kail

=

™ Difline [no connectionsz)

)

Sending Mail

$=:

(4

Replving

[ o ]

Cancel |

Figure 9 Setting Eudora options (11)
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The POP accountisnow di | bert @.27. 0. 0. 1. Thereis not a POP server on your local PC, but
WinPlug knows that it has to forward the connection to the POP server through the tunnel server.

1.6.2.2 Retrieving the mail

Now we are all set to retrieve the email.

& Eudora Light
Edit Maibox Mes
Mew Text File

sage Transfer Special Tools 'Window Help Eudora Pra

O] x|

Dpen Text File. Chrl+0
[ pemAtackment Eriter
Llose (St
Save [t 5
Savesis..

Send BeuedMessages Bl

Chrl+t

Erift.. [Etrl+R
Brirt Breview
Print Setup...
Exit Crl+3

Checks for any new mail

Figure 10 Checking email
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Eudora assumes tha the POP-server will require a password to be given for di | ber t so it prompts
for it.

g’ Enter Password E

Please enter the curment password for

dilbert®@127.0.0.1

Pazsword: ||
Cancel |

Figure 11 Entering your Eudora password

A tunnel may require additional authentication (configuration dependent), so when Eudora starts a
connection, di | bert may be prompted for authentication.

Enter pazsword for ¥PN authentication

Authentication

Authentication for dilbert

Pazsword:

Cancel |

Figure 12 The authentication screen

This pop-up window always appears on top so it can’'t be missed. After di | bert has typed his

password the screen disappears and the Eudora connection is established. Eudora can now start
retrieving the mail.

Logging into POP Server

Figure 13 Eudora logging into POP server

When di | bert now wants to check his mail again, he is not prompted for authentication
anymore. Only if there haven't been any WinPlug connections for a certain amount of
(configurable) timedi | ber t hasto authenticate himself again.

Eudora doesn’'t know better than that it is talking to a POP server. In redlity it is talking to one end
of WinPlug and WinPlug takes care of the rest.
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Progress

Messages leftto download: 7
RETR &

|

Figure 14 Eudora downloading email messages

The email messages are downloaded through a secure tunnel. Casual observers sniffing the network
(or networks in between) will see nothing but encrypted data traffic.

&% New Maill

@ “You have new mail

Figure 15 New mail

The magical moment! The mail has arrived.

1.6.2.3 Upgrading client software

WinPlug automatically detects if the tunnelserver has a new release of the client available and will
ask di | bert whether he wants to download it. This question will typically pop-up after
successful authentication.

Upgrade notice

& & new client version is available; get iz now?
] e |

Figure 16 The upgrade notice

When di | bert clicks No, he isn’'t bothered with this question again until WinPlug is started the
next time. When the answer is’Yes the new client is downloaded as the file newcl i ent . exe
and put in the directory C: \ Program Fi | es\ t uni x\ wi npl ug\ confi g. In order to install
the new client, exit WinPlug (right-click the tray icon, select Exit VPN Ser ver) and execute
newcl i ent. exe. You are prompted for a password which has been supplied by the network
administrator.
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1.6.3 The WinPlug control panel

The control panel is the main screen while WinPlug is running. It shows several things.

7] TUNIX/VPN for windows control panel

r— Session infarmation

Active sessions: 0000z

Refuzed connections: 00000
Frocessed sessions: 00006
Current user: dilbert

Chipcard information:  Cardreader not available

multiplex tunnel=172.16.2.153 dest=172 16.2. 6:23

Figure 17 The WinPlug control panel

- Active Sessions
Thisisthe number of sessions that are currently active through the tunnel. A sessionisa TCP
connection.

- Refused connections
This is the number of connections that were refused by WinPlug on the PC. Typicaly, this
means connections that were made to from another PC to the user's PC. The first denied
connection pops up the following warning:

Unauthorised access attempted from 127 .0.0.2 1o 127 .0.0.2:23
Access is denied!

Fleaze not that thiz popup will only be dizplayed once

Figure 18 Unauthorized access warning

Processed sessi ons
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Thisisthe number of sessionsdi | bert aready has had. Here we see that di | bert aready
has had 6 connections. Note that an FTP session typically uses a session for each command,
whileaTELNET connection always takes up one WinPlug session.

WinPlug remembers the number of sessions for as long as it is running. It always starts with
zero active, refused and processed sessions. Also, when WinPlug is restarted, the numbers are
reset to zero.

-  Current User
This is the username which has been used to logon to the Windows system. A chipcard with a
different username will overrule this. If there is no t unnel user directive specifying a
different name in the WinPlug configuration file, this will be the username which is used for
the next session of WinPlug.

- Chipcard I nformation
Speaks for itself. The default username for WinPlug is the one used to logon to the system
(thisis also the name that is shown when there is no Chipcard Reader present).

-  The info w ndow
The window shows brief messages about WinPlug's status and what it is doing. It will show,
for instance, the buildup of tunnels and the number of bytes transferred during a session.

- Audit trail
When this box is checked, WinPlug will produce logging, to the logfile and to the Audit Trail
window. Unchecked, WinPlug logging is inactive. WinPlug has at the most two logfiles, the
current log (C: \'t np\ debug. out) and the previous log (C: \t np\ debug. out . t xt).
Activating the Audit Trail will cause the current logfile to be moved to the previous one
(thereby overwriting the’ old previous' logfile) and anew current logfile to be opened.

It is possible that this box is grey when WinPlug is started. This means you can’t check or

uncheck the box (whether or not you can do thisis configurable). WinPlug always remembers
the setting of the Audit Trail.

Clicking the right mouse button on the title bar of the Control Panel pops up an option screen.
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Move
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Minirize
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Close Alt+F4

About WinPlug
Awadit brail

R

P

€

€

[ Frint audit trail
LConfiguredinfarmation

available

Figure 19 Control panel options

The four options pertinent to WinPlug are:

- About WnPI ug

This will show you the version number of the WinPlug client and some useful email

information.

-  Audit trail

About WinPlug

Copyright TUNEX € 1333

The TUMNEAYPM for windows module allows pou
to make secure connections over a non-secure
netwark: like the Internet. For mare information,
check waw tuniz.nl or mail to salesEtunis. nl

il TUNIX APN for windows Yersion 2.1b5

Figure 20 About WinPlug

The audit trail is the debugging log. The audit trail shows the last part of the logfile
/ t np/ debug. out . When the Audit Trail window is opened, and new messages are added to
the logfile, the scrollbar will automatically move down to show these messages.
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Audit trail [ [O] =]
qui-clnt: 22/12/1998 10:59:16 GetkeStringl™") “

gui-clnt: 22121998 10:59:16 Opening C:/program filestunizAwinplugd config/winplug. key ta read key
gui-clnt: 22121998 10:59:16 GUIUpdateStatus(Falled to open C: /program files/tunixAwinplug/config/winplug.

gui-clnt: 2241 2/1998 10:59:16 Failed to open C:/program files/tuniz/winplug/configAwinplug. key
gui-clnt: 22/12/1998 10:53:16 PlayS ound(C: /program filestunis/winplugsound/start. way]
gui-clnt: 22/12/1998 10:55:20 PlayS ound(C: /program filestunis/winplugsound/stop. wav]
gui-clnt; 22/12/19398 11:00:19 GUIUpdateStatus(éctivated debugging to C:/tmp/debug, out

]

gui-clnt: 22/12/1998 11:00:19 Activated debugging to C:/tmp/debug. out

gui-clnt: 22/12/19338 11:00:19 Start debugging for gui-clnt, ret=1

gui-clt: 22/12/1998 11:00:19 Shows plashScreen 1

qui-clnt: 22/12/1998 11:00:19 ShowsS plazhScreen - update

gui-clnt: 22/12/1998 11:00:19 Using RC4+Diffie Hellman

gui-clnt: 22/12/1998 11:00:19 GUIUpdateStatus(TUMNIE WinServer 2.0 Dec 20 1998 16:08:54
]

gui-clnt: 2241 241998 17:00:19 TUMEX WinServer 2.0 Dec 20 1998 16:08:54
gui-clnt: 22/12/1998 17:00:19 GUIUpdateStatus(default tunnel=131.174.20.151:839
]
gui-clnt; 22/12/19398 17:00:19 default tunnel=131.174.20.151:593
gui-clnt: 2241241333 11:00:13 GUIUpdateStatus(default tunnelport=833
]
gui-clnt: 22/12/1998 11:00:19 default tunnelport=893

gui-clmt; 22/12/1998 11:00:19 GUIUpdateStatus(éliow identd at port=113 for *.**.* LI

Figure 21 The Audit trail

Print Audit trail
Hardcopy of the debug log can aways come in handy. Apart from the lodfile, the
configuration filewi npl ug. cf g isalso printed. A default printer needs to be installed.

Print B E

 Printer
Properties |

Mame:

Status: Feady

Type: HF Laserlet 4000 Series PCL E
Where:  1721B.287:BULKIX

Cormment:

— Print range Copie:

& Al Numnber of copies: |1 3:
r I I

Fages franm i @ I Collte
) Selection

Figure 22 The printer screen

Configure
This option will show you the configuration screens of WinPlug. The configuration screens are
discussed in paragraph 1.7.
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1.7 The WinPlug Configuration screens

In this paragraph we briefly discuss the various configuration screens of WinPlug. For
more/detailed information we refer to the WinPlug Manual pages. The configuration window’s
default isto open with the Tunnel Configuration.

1.7.1 User information

The current user’'s name and secret key can be edited here. If only the username is displayed then it
isclear that that user has no shared secret. If 'OK’ is clicked then the key file is updated on disk.

Configurations

Uszer infarmation | Turnel configurationl Chipcard informationl Traceroutel Spstem informationl

This information reflects the ‘Windows user

Usernarne: dilbert]

Secret key: i

Ok I Cancel I

Figure 23 User information
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1.7.2 The WinPlug configuration file

The WinPlug configuration is stored in a single configuration file, wi npl ug. cf g. This file
defines matters such as the current tunnel configuration and various defaults, such as tunnelserver
and tunnelport. For a detailed description of this file, we refer to the wi npl ug. cfg
(Config Files) manua page.

The WinPlug configuration can be edited and modified via the Tunnel confi guration
screen.

Configurations

User information  Tunnel configuration I Chipcard informationl Traceroute I Syztem informationl

1 define default tunnel

tunnelzerver 172.16.2.153
tunnelport, 899

tunneluser. dilbert

# run ident service

#

identd, 113,575

#

# new shyle ules

#

# tep. localip, localport, destip, dest-port, tunnel [optional]
#

tep,127.0.0.16,23.192.168.34.16.23
tep,127.0.014,110,192.168.34.14 110

tep,127.0.0.16,25,192.168.34.25,25]
ftp127.0.0.21,21 192.168.100.121.21
#

# start iconic —
#

iconic, 1 LI

oK I Cancel |

Figure 24 Tunnel configuration

For the syntax details we refer to the WinPlug Manual pages. Clicking the OK button will update
the configuration on disk and cause a popup of the following window:

Restart
& Do you want o restart to activate new configuration?

2 currently active seszions will be aborted!

e |

Clicking the’Yes' button will restart WinPlug and close any active connections. Clicking *No’ will
close the configuration window and return the user to the WinPlug control panel. The new
configuration won't be active until WinPlug is restarted.
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1.7.3 Chipcard information

This screen shows the information about the current chipcard used. If there was no chipcard used,
the screen will be grey.

Configurations

User infarmation I Tunnel configuration | Traceroutel Spstem informationl

Cardiype: Cardreader not available
Username: Idilbett

Real name: I

Card secret: I

Pincode; I Mew pincode: I

Current pazsword: I

New pazsward: I

I pdate card |

Ok I Cancel I

Figure 25 Chipcard information

1.7.4 Traceroute

This screen alows the user to trace the route IP packages will take to a specified host. The left
window takes addresses as input and the right window |P addresses. The 'Update’ button will start
atraceroute.
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Configurations E

Usger infolmationl Tunnel configurationl Chipcard information  Traceroute | Spstem informationl

Haost: Iwww.bbn.con‘] Addess: | 0 .0 .0 .0 Update: I

Mow tracing; please waitT racing route to host wew. bbn,com, 15 hops mas

1. cizco.tunixnl[131.174.20.13), Oms

2. altair-r.zci kun.ni[131.174.80.14), Omz

3. bfac-gwy. sci kun nl(131.174.16.34), Oms

4. yulture. uci kun nl(131.174.4 6], Oms

5. &R 1.Mimegen. surf.net[145.41.34 55), Oms

E. BR2 Eindhowven. surf.net{145.41.7.233), Oms

7. BR7.Amsterdam. surf. net{145.41.7.134), 10ms

8. BR2. Amsterdam. surf.net(145.41.7.146), 10ms

9. BRZ.Mework. surf.net[145.41.7.110], 80ms

10. gin-ryy-core]. Teleglobe. net{207.45.196.123), B0ms
11. Teleglobe.net[207.45.196.14E), 70ms

12. p1-0.nycd-nbr3 bbnplanet. net(4.0.5.26], 80ms

13, p2-3 cambridgel-nbr2. bbnplanet. net(4.0.2.173), 80mz
14. pd-1-0.cambridge -colo2 bbnplanet net(4.0.5.250), 90ms
15. bbn®.cam-colo. bbnplanet. com(128.11.41.197), 91me

Ready.

oK | Annuleren |

Figure 26 Traceroute

1.7.5 System Information

The system information window shows the information pertinent to the Windows system. Among
others, it lists command-line options and all known interfaces at the time of startup.
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Configurations

User informationl Turnel configurationl Chipcard informationl Traceroute  Svstem information I

CPU-ype: Ilntel Pentium [Model 4, Stepping 3]

Operating System: Fiindouss T 407261]

Command: IE:\Program Files\tunixswinplughPROGRAMAPLUG EXE

Arguments: I

Interfaces: Interface-0 =

address=192.3.3.3
netrnask=255.265.255.0
broadcast=255.255.255. 255
status=interface is up.

Interface-1
address=17216.2.190
retmazk=255.255.0.0
broadeast=265. 266, 266, 265

statug=interface iz up. LI
ak. I Cancel I

Figure 27 System Information

1.8 Additional network services

In this chapter we will discuss the additional services that are provided by the WinPlug package.

1.8.1 Identd

WinPlug can be used to provide a i dent d service conforming to the RFC1413 identification
specifications. In order to activate this service, a line like i dentd, 113, 172.16.2.* or
identd, 113, 172. 16. 2. 0/ 24 must be added to the WinPlug configuration. The first keyword
specifies the service, the second keyword is the portnumber on which the service should run (113
is standard) and the last parameters specifies the range of hosts that is allowed to query this service.
Filename pattern matching or a subnet mask notation is used to verify the | P-address.
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1.8.1.1 Windows note

An identd client will provide an identd server with a portnumber. In a multi-user enviroment this
portnumber should be matched against the list of ports that have an established connection
associated with it. The name returned will be the name of the user holding that port. In a single-user
environment like MS Windows, there is no need (and no way) to retrieve this information.
Therefore the user returned by the WinPlug identd server is the user that is currently running the
WinPlug identd service (the MS Windows username) or the name on the chipcard that is currently
inserted into the chipcard reader (if present).

1.9 Troubleshooting

The following error keeps popping up:

Messzage

Failed ligten(] 127.0.0.1:23
Cauge: 10055: Mo buffer space iz available.

This so-called WBAENOBUFS error is most common on Win95 systems. It occurs when the system
lacks resources to map all the tcp ports it should listen to. It is possible to increase the maximum
number of connections by adding a registry entry. Using RegEdit, add a value caled
MaxConnect i ons to the following registry key:

HKEY_LOCAL_MACHI NE\ Syst eml Curr ent Cont r ol Set\ Ser vi ces\ VxD\ MSTCP
For Win95, the value should be added as a DWORD. For Win98, the value should be added as a
string. However, if adding the value as a DWORD does not solve the prablem, try adding the value

asastring. Inboth casestry avalue of 512.

| loginasuser di | bert but the WinPlug console says I'm user dogbert .
Dogbert’s chipcard could be in the card reader. Remove it before starting WinPlug.

A connection attempt fails; the Audit trail says
Protocol error on challenge and Remote tunnel authentication FAILED.
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The ticket mechanism probably failed, due to dogber t 's chipcard. The id on the chipcard is not
the same as the one you logged on with. Remove the chipcard from the card reader and start
WinPlug again, OR, add the directive

t unnel user, dogbert

in the WinPlug configuration file. Thiswill force WinPlug to use dogber t as tunneluser.

User di | bert isnot authorised for tunnel usage.
Check whether user di | bert hasanentry inwi npl ug. key.

Current user di | ber t cannot present shared secret, serviceis denied

Authorization warning

& Current uzer dibert cannot present shared secret, service iz denied

Figure 28 Warning

User di | bert may have akey on the tunnelserver but he has no entry in wi npl ug. key on his
PC. Add di | bert 'sentry and start WinPlug again.

The Audit trail shows nothing: it is empty
On the WinPlug console, check the Audit trail box. Thiswill start the Audit trail again.

1.10 Disclaimer

The authentication, protocol and encryption algorithms which are used for VPN are carefully
designed and implemented by TUNIX. TUNIX cannot guarantee (as this goes for every supplier of
VPN products) that the methods used are capable of withstanding a cryptographic anaysis of an
organisation with unlimited means who wants to decode the data traffic.



